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Task overview

1. Set up a web server

2. Create test pages

1. PHP

2. CGI

3. Install LDAP management tools

4. Secure connection

5. Authentication against LDAP



Apache setup

• default procedure

apt-get install apache2

• and for executing PHP 

apt-get install libapache2-mod-php5



Test pages (PHP)

• Apache document root: /var/www (default)

• create file /var/www/test.php





Test pages (PHP)

• enter string „Guys“ into form and click the

button



Test pages (CGI)

• create file /var/www/test.cgi

• chmod 755 /var/www/test.cgi



Test pages (CGI)



Test pages (CGI)

• obviously Perl code is not executed

• tell Apache to do so (in /etc/apache2/sites-available/default)



Test pages (CGI)
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Install LAM … (and Apache)

• I was lazy and knew the dependencies of the

package „ldap-account-manager“

– apache2

– libapache2-mod-php5

– several more (libjs-jquery, php-fpdf, php5, php5-ldap, …)

• installed only package LAM:

apt-get install ldap-account-manager



Configuring LAM

• browse „localhost/lam“ -> LAM configuration

• reset master password in general settings

• under server profiles remove standard profile

„lam“ and add my own new one: „simon“

• then edit the profile



Editing LAM profile

• general settings:

– address: ldap://localhost:389

– tree suffix: dc=tbl

– login is fixed list, edit username: cn=admin,dc=tbl

• account types

– change LDAP suffix for each entry, e.g. for users:

ou=People,dc=tbl

• click save and login (maybe change the profile
first) and let LAM create its entries



LAM usage

• install and config worked, tree is view- and

editable
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Generate certificate (CA)



Generate certificate (CA) cont.



Install CA
• cp /root/.TinyCA/simon/cacert.pem /usr/share/ca-

certificates/simon.crt

• chmod a+r /usr/share/ca-certificates/simon.crt

• dpkg-reconfigure ca-certificates

• ln -s /usr/share/ca-certificates/simon.crt /var/www



Create server certificate

• set TinyCA properties

• create certificate



Create server certificate (cont.)



Create server certificate & export key



Edit Apache config

• run:

a2enmod ssl rewrite

a2ensite default-ssl

service apache2 restart

• edit /etc/apache2/sites-available/default



Edit Apache config (cont.)

• vi /etc/apache2/sites-available/default-ssl

• and copy-paste „<Directory /var/www>“ block 

from site „default“ into this site



Import certificate in browser
• browse to „http://simon.tbl/simon.crt“



Import certificate in browser



Test with browser



Summary

• all requests on port 80 are now redirected to

port 443

• self signed certificate is used for encrypting

communication
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Edit Apache conf

• vi /etc/apache2/sites-available/default-ssl



Test the configuration

• browse again to „simon.tbl/test.php“

• authentication requirement is issued

• enter any valid user in the LDAP database


